The federal Family Educational
Rights and Privacy Act (FERPA, also
known as the Buckley Amendment)
is the federal law passed in 1974
that protects the privacy of student
education records. Under FERPA,
colleges and universities must not
release education records without

prior written consent from the

student, except under certain
circumstances. Following are
answers to questions that you as
a faculty member may have about
FERPA.

Are student "education” records and
“academic” records the same thing?

No. According to the legal definition, education records
include virtually all records (including academic records)
maintained by an educational institution, in any format,
that are directly connected to each former or current
student. In plain language, that means any information—
not solely academic—that can identify a student in any
way, such as academic, financial, and disciplinary records;
class materials, including academic papers and exams; and
other items, including photographs, and class rosters.

Under what circumstances could | share
information in education records without
the student’s written permission?

Faculty members are free to share information from
student education records with University officials who
have a legitimate educational need to know in those
records, Penn State has its own definition of “officials”
contained in University Policy AD-11. If you have any
questions, check with the Registrar or Privacy Office (see
contact information under the “tips” question).

Is there any information about a student
that can be shared publicly?

Yes, FERPA defines a set of information called “directory
information” that may be shared with anyene, including
those outside the University, without the student’s written
permission. Penn State’s directory information items are:

1. Name

2. Address (local, permanent residence, and
electronic mail)

. Telephone number

. Class level

. Major

. Student activities

. Weight/height (athletic teams)

. Date(s) of attendance

O N W

. Enrollment status ({full-time, part-time, or not
enrolled)

10. Date of graduation

11. Degrees and awards received and where received

12. Most recent educational institution attended

Although FERPA permits institutions to share directory
infermation publicly without the student’s consent, it
does not require it. Do not provide student directory
information to any third party for commercial use or for
solicitation of any product or service. The University does
not provide mailing lists to third parties.

What if someone, such as a prospective
employer or internship company, asks me
for basic information about a student, such
as directory information, but the student
has not been informed first?
Before responding to any request for directory
information, check to see if the student has requested
confidentiality (i.e., that directory information be
withheld):
» The elion class list displays an asterisk(*)
preceding the student’s name.
» The ANGEL class roster displays the notation
*Confidential*.
»  Many ISIS screens, including ARUSPD, display
***CONFIDENTIAL*** in the upper left corner of
the screen.

If the student has requested confidentiality, you may not
release any information, even directory items, regarding
that student, unless you have the student's written
permission. You should simply respond to the requestor
that we have no record of the person.

May | discuss my personal knowledge
and impressions of the student with
other faculty members if it pertains to
a legitimate academic and educational
concern?

Yes. FERPA's disclosure restrictions apply only to
information derived from student education records, not
to personal knowledge derived from direct, personal
experience with a student. For example, a faculty or staff
member who personally cbserves a student engaging

in erratic and threatening behavior is not prohibited by
FERPA from disclosing that observation. However, FERPA
rules would apply if you put your impressions in writing.
Limit sharing of that type of information to professicnals
trained to evaluate and manage it, to guard against
possible violation of other, broader privacy laws.

What if one of my students is obviously
struggling with a personal matter, but
after | advise the student to seek help, it's
clear that he/she is still in distress?

FERPA permits the disclosure of information from student
education records to appropriate people if knowledge of
the information is necessary to protect the health or safety
of the student or others. For example, if a student sends
an e-mail to his resident assistant saying that he has just
been diagnosed with a highly contagious disease such as
measles, Penn State could alert the student’s rcommate
and others to urge them to seek appropriate medical
care. Limit your communication about the student to
professionals who will be able to give direct assistance in
an appropriate manner.
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